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West Clinton Fire District 
District Internet, Computer Related Issues, and 

Social Networking and Media Policy 

Policy No. 104 
 

I. PURPOSE 
 

In order to permit our Fire Department members and Fire District officials to gain access to the 

internet for the purpose of communication, recreation, management, teaching, and 

administration, using computers and personal devices that are provided with WIFI connections, 

the District has provided access to Optimum WIFI Hotspot internet connections.  

 

The use of District means the West Clinton Fire District Board of Commissioners. 

 

However, all personnel should remember that District electronic media and services provided by 

the District are District property. All computer users have the responsibility to use these 

resources in a professional, ethical, and lawful manner. 

 

To ensure that all personnel are responsible, the following policies have been established for 

using e-mail, computers, and the internet. This policy is as much a guide as it is a rule as no rule 

can be comprehensive enough to address all potential violations or non-permissive uses. 

 

II. OPERATION 
 

There are three methods for connecting to use the Optimum Hotspot for internet connection at 

both firehouses.  

 1. The District owned computers 

 2. The Company owned computers 

 3. The members’ personal wireless devices (computer, phone, iPad, etc.) 

 

If you are an Optimum Internet subscriber, you can use your Optimum ID and password as you 

would use at home. You have complete Optimum access. 

 

If you are not an Optimum subscriber, you can use an Optimum ID and password available at the 

firehouse or from any Chief or Company line officer. 

 

There is no direct printing capability via the WIFI Hotspot at the firehouses. You have three 

options: 

 1. Save you files for printing on your personal device and print the material at 

   your home. 

 2. Save your files to a flash drive and plug the flash drive into the Company computer  

and then print out the files. 
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 3. Log on the Company computer and print out the files. 

 

III. PROHIBITED COMMUNICATIONS 
 

The computers, including e-mail, internet, software, fax programs and any other method of 

electronic submission, shall not be used to knowingly transmit, retrieve, view, or store any 

communication that is: 

 1. Abusive, discriminatory, harassing, or unreasonably offensive to the general public; 

 2. Derogatory to any individual or group; 

 3. Obscene, sexually explicit, or pornographic; 

 4. Slanderous, libelous, defamatory, or threatening; 

 5. In violation of any license governing the use of software; or 

 6. Engaged in for any purpose that is illegal. 

 

IV. PERSONAL USE 
 

The District and Company computers, electronic media and services provided by the District are 

to assist personnel in the performance of their duties, to permit persons to remain at the District’s 

facilities while being productive in their personal lives and jobs and to provide an outlet for 

recreation. Personnel are expected to demonstrate a sense of responsibility and not abuse this 

privilege. 

 

No person shall utilize the District and Company computers for personal gain, such as an 

independent business which is intended to result in financial gain for the individual. 

 

V. ACCESS TO PERSONNEL COMMUNICATIONS 
 

Electronic information created and/or communicated by District officials on District computers 

using e-mail, word processing, utility programs, spreadsheets, voice mail, telephones, internet 

and bulletin board system access, and similar electronic media may be reviewed by the District. 

However, the following conditions should be noted: 

 

The District may gather logs of electronic activities or monitor communications directly, such as 

telephone numbers dialed, sites accessed, call length, words that are typed and entered, pictures 

and text downloaded and time at which calls are made or media is accessed, for the following 

purposes: 

 1. Cost analysis; 

 2. Resource allocation; 

 3. Optimum technical management of information resources; and 

 4. Detecting patterns of use that indicate District officials are violating District policies or 

  engaging in illegal, unethical, immoral or unpermitted activity. 

 

The District reserves the right, at its discretion, to review any person’s electronic files and 

messages maintained on the District’s computers to the extent necessary to ensure electronic  
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media and services are being used in compliance with the law, this policy, and other District 

policies. 

 

Personnel should not assume electronic communications are completely private. Accordingly, if 

they have sensitive information to transmit, they should use other means. 

 

VI. SOFTWARE 
 

To prevent computer viruses from being transmitted through the District’s computer system, 

unauthorized downloading of any unauthorized software on District computers is strictly 

prohibited. No software or applications may be downloaded to a District owned computer 

without express permission of the District.  

 

VII. SECURITY/APPROPRIATE USE 
 

Personnel must respect the confidentiality of other individuals' electronic communications. 

Except in cases in which explicit authorization has been granted by the District, personnel are 

prohibited from engaging in, or attempting to engage in: 

1. Monitoring or intercepting the files or electronic communications of other District 

officials, Fire Department members, or third parties; 

2. Hacking or obtaining access to systems or accounts they are not authorized to use; 

3. Using other people's log-ins or passwords; and 

4. Breaching, testing, or monitoring computer or network security measures. 

 

No e-mail or other electronic communications may be sent that attempt to hide the identity of the 

sender or represent the sender as someone else. 

 

Electronic media and services should not be used in a manner that is likely to cause network 

(WIFI) congestion or significantly hamper the ability of other people to access and use the 

system. 

 

Anyone obtaining electronic assess to other companies' or individuals' materials must respect all 

copyrights and may not copy, retrieve, modify, or forward copyrighted materials except as 

permitted by the copyright owner. 

 

VIII. EMPLOYEE AGREEMENT ON USE OF E-MAIL AND THE INTERNET 

 

This agreement applies only to users of District computers. 

 

I have read, understand, and agree to comply with the foregoing policies, rules, and conditions 

governing the use of the District’s computer, telecommunications equipment, and services 

contained in the District Internet, Computer Related Issues, and Social Networking and Media 

Policy No. 104. I understand that I have no expectation of privacy when I use any of the 

telecommunication equipment or services. I am aware that violations of this policy on 

inappropriate use of the e-mail and internet systems may subject me to disciplinary action and 
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potential criminal liability. I further understand that my use of the e-mail and internet may reflect 

on the image of the District and that I have responsibility to maintain a positive representation of 

the District. Furthermore, I understand that this policy may be amended at any time. This 

agreement remains in effect until I no longer hold this position. 

 

Dated: _________  Name print: __________________ Signature _________________________ 

Position:_____________________Witness: __________________________________________ 

    

This signed agreement will be placed in the employee’s personal folder. 

 

IX. PHOTOGRAPHY AND PRIVACY 
 

In order to preserve the confidentiality of patients, property and victims and the honor of the fire 

service, the District has instituted the following policy: 

 1. No photography of any type shall be permitted while at a scene of an emergency or for 

which the fire department was requested, except as on an approved camera 

belonging to the District or as specifically authorized by the District. No 

photographs taken shall be distributed or made public outside of the District 

except to a hospital or arson or accident investigator, or upon a proper demand of 

a court of law or by judicial subpoena. All photographs shall be destroyed as soon 

as it is determined that the photograph is not necessary for patient care or as a 

record of an incident, except as restrained by court order or as will be used for 

training or history of the District. 

 2. No individual may use any photographic equipment, other than equipment belonging 

  to the District. 

 3. Photographic equipment” shall be defined to include any audio or video recording 

  device, including but not limited to a camera, video recorder, or phone with  

  a camera function or video recorder function. 

 4. Any individual who has photographic equipment, including but not limited to a camera 

or recording device on a phone, shall leave such equipment in the station or his 

personal vehicle prior to boarding an emergency vehicle. Should any individual 

respond directly to an emergency scene, their photographic equipment (camera 

and/or video recorder) shall be left in their personal vehicle at all times. Personal 

cell phones may be carried to the scene of the emergency but must only be used as 

a telephone and can not be used to take pictures or make video recordings. 

 5. Violation of this policy may result in discipline, up to and including termination. 

 6. Nothing in this policy shall prevent the District from recording training, or prevent the 

photograph of any scene for which the owner/patient has provided permission. 

 7. Any picture taken or recording made by an individual shall be the property of the 

  District, and only the District may authorize the release or distribution of such 

  picture or recording.  Any money paid for or received by a member for a picture  

  shall belong to and be turned over to the District. 

 

X. SOCIAL NETWORKING / SOCIAL MEDIA 
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This policy shall apply to all social networking sites of any kind, whether now existing or created 

in the future, including but not limited to Facebook, MySpace, LinkedIn and any and all types of 

forums and public comment areas, blogs, video sharing, podcasts, wikis, message boards, and on 

and offline forums, including letters and writings. 

 

For purposes of this policy, an “Individual” shall include an employee, Fire Commissioner, Fire 

Department member, contractor, customer, member of the public or patient. 

 

This policy does not attempt to curb the actual speech of an individual, except in certain limiting 

circumstances. 

 

No individual shall harass or threaten any individual. Harassment shall be reported, investigated, 

and disciplined in accordance with the applicable District harassment policy. 

 

The Chief or a member of the Board of Fire Commissioners shall be the sole representative of 

the District with regard to the making of public statements or to the press or in any forum, 

whether on a computer or not. The Chief or the District may designate individuals to make 

public comments on various matters. 

 

Any individual making any comment about the District, the District’s business, business partners 

or any individual shall identify themselves by their proper legal name when making such 

comment and shall not utilize a fictitious name. 

 

The District strongly urges individuals not to make negative public comments about the District 

or the District’s business or practices, or about any individuals. That being said, any individual 

who makes any comment about any other individual as defined herein which in any way related 

to or is related with the District shall state affirmatively “This statement was not made with the 

authority of or on behalf of the West Clinton Fire District and represents only the personal views 

of the maker of this statement”. Failure to attach this statement to any writing, document, or 

posting may result in discipline actions, up to and including termination. Any individual who 

posts any comment whatsoever about the District or any individuals shall identify themselves 

and shall not hide behind any fictitious name. 

 

No individual shall make any comment about any non-public business matters of the District or 

of any confidential or proprietary matter. No individual may discuss in any detail any medical 

call or fire response, or in any way identify any patient, victim, or emergency, except as 

authorized by the District. No details about any pending business matters may be disclosed. 

 

No individual shall violate any copyright or trademarked item in any manner, such as by posting 

such copyrighted or trademarked writing on a social networking site. 

 

The District’s WIFI Hotspot and computers shall not be utilized to create or issue comments on 

any social network about the District, its employees, Fire Department members, Fire 
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Commissioners, customers, contractors or businesses, except as specifically permitted by the 

Chairman or Deputy Chairman of the Board of Fire Commissioners. The District’s network 

(WIFI) and computers shall not be utilized to make any negative comments about the District’s 

business in any manner or to send threatening or harassing or defamatory emails or messages of 

any sort. 

 

XI. VIOLATIONS 
 

Personnel who abuse the privilege of computer use or their access to e-mail or the internet in 

violation of this policy will be subject to corrective action, including suspension or removal. 

 

This policy was approved by the West Clinton Board of Fire Commissioners on June 26, 2013 

and it becomes effective on June 26, 2013. This policy supersedes any previous policy on 

internet and computer related issues. 

 



 7 

West Clinton Fire District 

 

EMPLOYEE AGREEMENT ON USE OF E-MAIL AND THE INTERNET 

 

 

This agreement applies only to users of District computers. 

 

I have read, understand, and agree to comply with the foregoing policies, rules, and conditions 

governing the use of the District’s computer, telecommunications equipment, and services 

contained in the District Internet, Computer Related Issues, and Social Networking and Media 

Policy No. 104. I understand that I have no expectation of privacy when I use any of the 

telecommunication equipment or services. I am aware that violations of this policy on 

inappropriate use of the e-mail and internet systems may subject me to disciplinary action and 

potential criminal liability. I further understand that my use of the e-mail and internet may reflect 

on the image of the District and that I have responsibility to maintain a positive representation of 

the District. Furthermore, I understand that this policy may be amended at any time. This 

agreement remains in effect until I no longer hold this position. 

 

Dated: _________  Name print: __________________ Signature ________________________ 

 

Position: ___________________ Witness: __________________________________________ 

    

 

This signed agreement will be placed in the employee’s personal folder. 

    


